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1. This memorandum details the steps being taken by the Office of Research and Development (ORD) of the Department of Veterans Affairs Veterans Health Administration to achieve compliance with the Standards for Privacy of Individually Identifiable Health Information 45 CFR Parts 160 and 164 (“Privacy Rule”).

2. Compliance with the Privacy Rule, like any regulation, is an on-going process.  The procedures for achieving and maintaining compliance with the Privacy Rule are evolving. This memorandum will identify the minimum, critical steps that must be implemented by April 14, 2003 to ensure that VHA research will not suffer any disruption due to non-compliance with the Privacy Rule.  Some facilities may have initiated further steps or more stringent processes.  ORD will enhance the minimum steps identified in this memorandum as it identifies the best practices for compliance with the Privacy Rule within the VHA research program.

CRITICAL STEPS

3. The following steps, in combination with existing VHA policies and other future guidelines, constitute the reasonable steps that the VHA has taken and will be taking to achieve total compliance with the Privacy Rule.

4. The Privacy Rule requires that an authorization, containing elements enumerated in the Privacy Rule, be obtained from research subjects who are asked to sign an informed consent beginning on April 14, 2003, unless the researcher has obtained a waiver of authorization from an IRB or Privacy Board.  The two steps, then, that MUST be taken are adoption of an authorization form and adoption of procedures for granting waivers of authorization. 

Authorizations

5.  To ensure that a research program can continue recruiting subjects, researchers must use an authorization in conjunction with the previously approved informed consent or an approved form that combines both informed consent and authorization.  Attachment A is a research-specific authorization form that is based on the official VHA authorization form.  This form contains language that the VHA Office of General Counsel has determined is necessary for compliance with several privacy laws to which the VHA is subject.  ORD strongly urges all researchers and research programs to use the attached authorization form, completed with information required to make it study-specific.  If another form is used, Office of General Counsel advises that it must include this language to be legally sufficient.  A facility that uses a form other than the form in Attachment A must assume the risk of the form not being legally sufficient.

Waivers of Authorization

6.  The second critical element that must be addressed to ensure uninterrupted research within VHA is a procedure for the IRB to grant waivers.  The following is the recommended procedure, including templates that can be employed by researchers and IRBs to comply with the provisions of the Privacy Rule.

7.  To use or disclose a patient’s identifiable health information for research based on a waiver, a VHA researcher must have documentation of a waiver from the IRB.  To obtain the waiver, the researcher must provide adequate justification to the IRB to allow the IRB to make its determination.  ORD recommends that the researcher write a memorandum to the IRB detailing his or her request and justification.  Attachment B is a template for a memorandum that will provide the information necessary for the IRB’s decision, based on the Privacy Rule’s description of the documentation requirement.

8.  The IRB may receive a memorandum (like the one in Attachment B) in support of a waiver of authorization for new studies that are submitted after April 14, 2003 or for an existing study that does not meet the transition provisions (i.e., is not “grandfathered” under the Privacy Rule).  In either case, the board may use either normal review procedures (38 CFR 16.108(b)) or expedited review procedures (38 CFR 16.110) as defined in the Common Rule.  In any circumstance, the criteria for granting the waiver remain the same.  The IRB must determine that a request for a waiver of authorization satisfies all the following criteria:

1. The use or disclosure of the requested information involves no more than a minimal risk to the privacy of individuals based on, at least, the presence of the following elements:

a. An adequate plan to protect the identifiers from improper use and disclosure

b. An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and

c. Adequate written assurances that the requested information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the requested information would be permitted by the Privacy Rule;

2. The research could not practicably be conducted without the waiver or alteration; and

3. The research could not practicably be conducted without access to and use of the requested information.

9.  The Privacy Rule prescribes the contents of the documentation that the IRB must provide upon making its determination to grant a waiver of authorization.  Attachment C enumerates the elements of that documentation.  ORD recommends that the IRB document the approval of the waiver of authorization (1) in the minutes of its proceedings where the protocol or request for waiver of authorization was considered and (2) to the researcher directly, in a letter of approval.  Attachment D includes suggested language the IRB may use to document the approval of a waiver of authorization.

10.  NOTE:  Because of the size and complexity of the VHA research program, an IRB may not be able to grant waivers of authorization for all existing protocols by the April 14, 2003 compliance date.  AS LONG AS THE RESEARCH PROGRAM IS TAKING REASONABLE STEPS TO DETERMINE THAT ALL AFFECTED PROTOCOLS ARE GRANTED WAIVERS AS SOON AS POSSIBLE, RESEARCH MAY CONTINUE UNINTERRUPTED, AS THE COMPLIANCE PROCESS IS ONGOING.
Further Guidance

11. ORD will be issuing further guidance regarding Privacy Rule compliance.  Questions about the guidance document or any information contained in this memorandum should be directed to Patricia L. Watts, Office of Research and Development at 202-254-0281 or patricia.l.watts@hq.med.va.gov.


Signed

Nelda P. Wray, MD, MPH

Attachment A

Department of Veterans Affairs

Authorization for Release of Protected Health Information for Research Purposes

You have been asked to be part of a research study under the direction of (insert name of Principal Investigator) and his or her research team.  The purpose of this study is (insert one or two sentences to describe the study; same as in informed consent document)

By signing this document, you will authorize the Veterans Health Administration (VHA) to provide (insert name of Principal Investigator) and his or her research team to use and disclosure the following information about you:

(insert here a description of the data to be used, “in a specific and meaningful fashion.”) See instructions for more information.  If any of the following types of information will be used in your study, you must include this disclosure as shown, marking the necessary lines:

The information that will be released includes information regarding the following conditions:

___Drug Abuse

___Alcoholism or Alcohol

___Testing for or Infection with Human Immunodeficiency Virus (HIV)

___Sickle cell anemia

The research team may also need to disclose the information to others as part of the study process.  The others may include the study sponsor (provide name of sponsor, if applicable), the institutional review board that will monitor this study and (include here other entities that the investigator or IRB believes should be disclosed to the participant).

 If you do not sign this authorization, you will not participate in the study.

This authorization to use your information will expire at the end of the research study.

-OR-

This authorization has no expiration date.  

-OR-

(Describe dates or circumstances under which the authorization will expire)

Include the following language  ONLY if it is applicable for your research study:  While this study is being conducted, you will not be allowed to see research-related medical records about you that are created or obtained by the research team.  You will be able to see them again when the study is completed.  This will not affect your doctor’s ability to see your records as part of your normal health care.

You can revoke this authorization, in writing, at any time.  To revoke your authorization, you must write to the Release of Information Office at this facility or you can ask a member of the research team to give you a form to revoke the authorization.  Your request will be valid when the Release of Information Office receives it.  If you revoke this authorization, you will not be able to continue to participate in the study.  This will not affect your right as a VHA patient to treatment or benefits outside the study.

If you revoke this authorization, (insert name of Principal Investigator) and his or her research team can continue to use information about you that was collected before receipt of the revocation.  The research team will not collect information about you after you revoke the authorization. 

The VHA complies with the requirements of the Health Insurance Portability and Accountability Act of 1996 and its privacy regulations and all other applicable laws that protect your privacy.  We will protect your information according to these laws.  Despite these protection, there is a possibility that your information could be used or disclosed in a way that it will no longer be protected.  Our Notice of Privacy Practices (a separate document) provides more information on how we protect your information.  If you do not have a copy of the Notice, the research team will provide one to you.

I have read this authorization form and have been given the opportunity to ask questions.  If I have questions later, I understand I can contact (insert contact person name) I will be given a signed copy of this authorization form for my records.  I authorize the use of my identifiable information as described in this form.

__________________________________

Signature of Participant or Person Authorized 

To Sign for Participant (Attach authority to sign,

e.g., Power of Attorney)              


Attachment B 

Memorandum To Institutional Review Board Requesting a Waiver of Authorization to Release Medical Records or Health Information

TO:  Institutional Review Board (Identify with Specificity)

FROM: ____________________, Principal Investigator

Date: ____________________

Subject: Request for Waiver of Authorization to Release Medical Records or Health Information for Study ___________________ (identify by number and title)

This is a request to use identifiable information in the conduct of this research study under a waiver of authorization.  The identifiable information being requested is: (list with specificity) 

The identifiable information will be used or disclosed only by members of the research team and the following persons (identify with specificity and justify the need to disclose the information to any one outside the VHA).

The proposed study poses minimal risk to the privacy of the subjects because:

a. The identifiable information will be protected from improper use or disclosure by: (detail how this will be accomplished including limitations of physical or electronic access to the information and other protections) 

b. The identifiers will be destroyed at the earliest opportunity consistent with the research (discuss the timeframe or the reasons the identifiers must be retained, including health or research justifications or any legal requirement to retain them)
c. The identifiable information will not be reused or disclosed to any other person or entity outside the VHA other than those identified in the protocol, except as required by law, for authorized oversight of this research study, or as specifically approved for use in another study by an IRB.

The proposed study cannot be practicably conducted without a waiver of authorization because: (discuss reasons why it would not be possible to obtain authorization from individual subjects)
The proposed study cannot be done without the specified identifiable information because: (discuss reasons why it would not be possible to conduct the research without the identifiable information being requested)
_________________ (Signature of PI)
Attachment C

Elements of Documentation Required for Waiver of Authorization

(45 CFR 164.512(i)(2))

Documentation must include ALL of the following:

1. Identification of the IRB

2. Date of IRB approval of waiver of authorization

3. Statement that alteration or waiver of authorization satisfies the following criteria:

a. The use or disclosure of the requested information involves no more than a minimal risk to the privacy of individuals based on, at least, the presence of the following elements:

i. An adequate plan to protect the identifiers from improper use and disclosure

ii. An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and

iii. Adequate written assurances that the requested information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the requested information would be permitted by the Privacy Rule;

b. The research could not practicably be conducted without the waiver or alteration; and

c. The research could not practicably be conducted without access to and use of the requested information.

4. A brief description of the PHI for which the IRB has determined use or disclosure to be necessary

5. Identification of the review procedure used to approve the waiver of authorization (either normal review procedures (38 CFR 16.108(b) or expedited review procedures (38 CFR 16.110)).

6. Signature of chair of the IRB or member designated by the chair to approve the waiver of authorization.

Attachment D

Suggested Language for use by IRB upon Approval of Waiver of Authorization

The following language should be included in the minutes of the meeting at which the protocol was considered and waiver of authorization was granted and in the letter of approval to the principal investigator.  In addition, the minutes and the letter must include identification of the IRB, the date of the approval of the waiver of authorization, and the signature of the IRB Chair or the person designated by the Chair to approve the waiver of authorization.  Refer to Attachment C for a list of all elements that must be in the documentation.

A waiver of authorization has been granted for use with this protocol.  This waiver was reviewed and approved under [indicate one of the following] normal review procedures (38 CFR 16.108(d)) OR expedited review procedures (38 CFR 16.110).  The approval is granted based on this board’s determination that the risk to the privacy of individuals is minimal based on:

· the investigator’s plan to protect the identifiers from improper use or disclosure

· the investigator’s plan to destroy the identifiers at the earliest opportunity consistent with the research and

· the investigator’s written assurance that the PHI identified below will not be reused or disclosed outside the VHA, except as detailed in the request for waiver of authorization

This board has determined that the research could not be practicably conducted without this waiver of authorization or without the PHI identified below.

The PHI that may be used or disclosed for this protocol is limited to: (list, with specificity, those elements that the IRB has determined to be necessary to the research study).
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The Paperwork Reduction Act of 1995 requires us to notify you that this information collection is in accordance with the clearance requirements of section 3507 of the Act.  We may not conduct or sponsor, and you are not required to respond to, a collection of information unless it displays a valid OMB number.  We expect that the time expended by all individuals completing this form will average 2 minutes.  This includes the time to read the instructions, gather the necessary facts and fill out the form.  The purpose of this form is to specifically outline the circumstances under which we may disclose data. 





The execution of this form does not authorize the release of information other than that specifically described.  The information requested on this form is solicited under Title 38, U.S.C. The form authorizes release of information that you specify in accordance with the Health Insurance Portability and Accountability Act, 45 CFR Parts 160 and 164, 5 U.S.C. 552a, and 38 U.S.C. 5701 and 7332. Your disclosure of information requested on this form is voluntary.  However if the information, including Social Security Number (SSN) (the SSN will be used to locate records for release) is not furnished completely and accurately, Department of Veterans Affairs will be unable to comply with the request.
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